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Abstract — The Internet of Vehicles (IoV) technology is one of the advancements derived from the
Internet of Things (IoT) in the transportation sector, benefiting its users. This technology allows
various vehicles to connect with each other and share data in real-time to improve transportation
efficiency and safety. However, the development of this technology cannot be separated from
various security threats, particularly Denial of Service (DoS) and spoofing attacks. System
disruptions caused by these attacks can degrade service quality and jeopardize the safety of vehicle
users. Given these threats, it is crucial to continuously develop methods used for detecting attacks
on loV systems. Several researchers have conducted research related to attacks and threats on loV
systems, and one such study resulted in a dataset called CICIoV2024. This dataset has an
imbalanced class distribution. This study aims to examine the implementation of Random Under-
Sampling to improve the performance of classification algorithms in detecting attacks on loV
systems. The algorithms used in this study include Decision Tree, K-Nearest Neighbors (KNN), and
Random Forest. The test results show that the Random Forest algorithm achieved the best results
with an accuracy of 98.5% and an F1-Score of 98.5%.
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Abstrak — Teknologi Internet of Vehicles (loV) merupakan salah satu hasil pengembangan dari
Internet of Things (IoT) di bidang transportasi yang bermanfaat bagi penggunanya. Teknologi ini
memungkinkan berbagai kendaraan untuk terhubung satu sama lain dan berbagi data secara real-
time untuk meningkatkan efisiensi dan keamanan transportasi. Namun, perkembangan teknologi
ini tidak dapat terlepas dari berbagai ancaman keamanan, terutama terkait serangan Denial of
Services (DoS) dan spoofing. Gangguan pada sistem yang diakibatkan oleh serangan-serangan

tersebut dapat menurunkan kualitas layanan dan membahayakan keselamatan pengguna
kendaraan. Mengingat ancaman tersebut, sangat penting untuk terus mengembangkan metode yang
digunakan dalam mendeteksi serangan pada sistem IoV. Penelitian terkait serangan dan ancaman
pada sistem 1oV pernah dilakukan oleh beberapa peneliti dan salah satu penelitian tersebut
menghasilkan dataset bernama CICIloV2024. Dataset yang dihasilkan tersebut memiliki kelas yang
tidak seimbang. Penelitian ini bertujuan untuk menguji implementasi Random Under-Sampling
terhadap peningkatan performa algoritma klasifikasi dalam mendeteksi serangan pada sistem loV.
Algoritma yang digunakan dalam penelitian ini yaitu Decision Tree, K-Nearest Neighbors (KNN),
dan Random Forest. Hasil pengujian menunjukkan bahwa algoritma Random Forest memperoleh
hasil terbaik dengan nilai akurasi 98.5% dan nilai F1-Score 98.5%.

This is an open access
article under the CC BY 4.0
license.

Kata Kunci: Deteksi Serangan, Internet of Vehicles, Pembelajaran Mesin, Random Under-
Sampling, Random Forest.

I. INTRODUCTION

The internet network has become an integral part of modern life [1]. Numerous technologies have been
developed to facilitate human tasks by utilizing internet connectivity, one of which is IoT (Internet of Things). IoT
enables the connection of objects or smart devices with one another, allowing interaction between these devices
through the internet [2]. IoT is not only applied to physical devices equipped with sensors, such as mobile phones,
household appliances, and other gadgets, but it can also be implemented in vehicles, leading to the emergence of a
new technology known as IoV (Internet of Vehicles) [3].

IoV (Internet of Vehicles) is the implementation of IoT (Internet of Things) in the transportation sector [4]. It
evolved from the existing Vehicular Ad-Hoc Network (VANET), where the internet connects vehicles with their
infrastructure to ensure seamless communication [5]. Several types of communication can be applied within oV,
including vehicle-to-vehicle (V2V), vehicle-to-everything (V2X), vehicle-to-infrastructure (V2I), vehicle-to-
surroundings (V2S), and vehicle-to-ecosystem (V2E) [6]. Integrating these various communication types facilitates
information exchange, which enhances traffic safety and efficiency [7].

As a technology that relies on internet infrastructure, IoV is not immune to various threats targeting its systems,
particularly concerning security and privacy, which can jeopardize the safety of vehicle users in traffic [8]. Various
attacks on the system, regardless of whether sophisticated or not, can still compromise the integrity of IoT networks
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[9]. Threats to IoV systems, such as Denial of Service (DoS), illusion attacks, and spoofing, have increased over time
[10], [11].

According to [12], a Denial of Service (DoS) attack involves sending a large amount of unnecessary data to
the system to disrupt its activities, rendering it inaccessible. Due to the high volume of data traffic, IoV system
resources such as network bandwidth and CPU are automatically exhausted [13]. As a result, the IoV system fails to
receive accurate and organized data, leading to severe consequences.

Spoofing is another attack that disrupts the security and privacy of IoV systems, a passive attack where an
intruder impersonates a legitimate device on the network to carry out malicious activities [14]. A component of oV
that is particularly vulnerable to spoofing attacks is GPS, where intruders can falsify location data, potentially causing
traffic congestion or accidents for vehicle users [15]. As reported by [16], GPS signal spoofing incidents have occurred
over Iraq, particularly near the Iranian border, leading to navigation failures for several aircraft.

A study by [11] focused on attack detection in IoV, producing the CICIoV2024 dataset with two data types,
binary and decimal, and a target labelled as specific_class. The study evaluated the performance of four algorithms,
that is Logistic Regression, AdaBoost, Deep Neural Network (DNN), and Random Forest (RF). The Deep Neural
Network algorithm achieved the highest scores across both data types, with an accuracy of 0.95, an F1-score of 0.63
for binary data, and an accuracy of 0.96 and an F1-score of 0.78 for decimal data. However, the dataset used was
imbalanced, which risks drawing incorrect conclusions due to the dominance of a specific class. Additionally, the
study did not apply cross-validation during the split between training and testing data, potentially leading to
overfitting.

A similar study was conducted by [17] using the same decimal dataset from CICIoV2024 with the target
specific_class. Unlike the previous research that employed complex algorithms, this study opted for simpler
algorithms, namely Naive Bayes (NB) and Decision Tree. The results showed that NB achieved the highest scores,
with an accuracy of 0.981 and an F1-score of 0.98. However, the study still used imbalanced data, which could lead
to analytical errors, such as reduced accuracy reliability and a tendency for the model to predict the majority class.

In the study by [18], the Edge IIoT dataset was used to detect DoS attacks on IoT systems. The research applied
Random Under-Sampling (RUS) and SMOTE for class balancing within the dataset. The tested algorithms
demonstrated excellent performance, notably the Neural Network algorithm, which achieved an accuracy of 99.62%
and an Fl-score of 95.59% with SMOTE-based class balancing. On the other hand, the XGBoost algorithm also
delivered competitive results, with an accuracy of 98.61% and an F1-score of 95.55% using RUS for class balancing.
Despite the high accuracy and Fl-scores, these tests required significant computational resources due to the
complexity of the algorithms. Additionally, these algorithms are prone to overfitting, especially when the dataset is
imbalanced or too small.

A study related to IoT attack detection was conducted by [19] using the IoT-data-driven-defense dataset. The
research tested binary and multiclass classification using several machine learning algorithms, including bagging, RF,
KNN, J84, Multilayer Perceptron (MLP), and Logistic Regression (LR). Because the dataset was imbalanced, the
study employed the Random Under-Sampling (RUS) method to balance the dataset before testing. The results showed
that the Random Forest (RF) algorithm achieved impressive performance for binary and multiclass classifications. RF
attained an accuracy of 99.59% and an F1-score of 99.5% for binary classification while achieving an accuracy of
98.87% and an F1-score of 98.9% for multiclass classification.

This research aims to evaluate class balancing techniques on machine learning algorithms for detecting attacks
that threaten system integrity, particularly Denial of Service (DoS) and spoofing attacks. The study will involve data
collection, data preprocessing, and machine learning modelling to evaluate the algorithms. The evaluation of machine
learning algorithms will measure their effectiveness in detecting attacks on IoV systems. The findings of this study
are expected to contribute to developing a safer and more efficient Internet of Vehicles (IoV) system.
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II. METHOD

Several stages will be carried out in this research, as illustrated in Figure 1.
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Figure 1. Research Stages

A. Hardware and Software

The research involves a dataset with more than 1 million instances. The role of hardware and software
significantly impacts the training process of machine learning models. Higher hardware specifications, combined with
appropriate software, can enhance the efficiency and performance of model training, ultimately leading to improved
machine learning outcomes [20]. Therefore, the proper selection of hardware and software is vital for enabling
successful model training [21].

B. Data Collection and Preparation

The CICIoV2024 dataset is a public dataset developed by the University of New Brunswick (UNB), Canada,
in 2024. It was proposed to support research related to developing cybersecurity solutions for the Internet of Vehicles
(IoV) using various techniques [22]. The dataset consists of two types, that is binary and decimal. The dataset can be
downloaded from UNB's official page, and upon downloading, it provides six separate files. Each file represents
specific conditions of the IoV system, named as follows, that is Spoofing-RPM, Spoofing-GAS, Spoofing-
STEERING WHEEL, Spoofing-SPEED, DoS, and Benign. The dataset contains two attack classifications, that is
spoofing and Denial-of-Service (DoS), with 11 features and six classes (Speed-Spoofing, Gas-Spoofing, Steering
Wheel-Spoofing, RPM-Spoofing, DoS, and Benign).

After downloading the dataset, the next step is data preparation, which includes merging the datasets and
removing unused features. The merging process combines the six separate files that have been downloaded into a
single dataset.

The next step is to remove features that will not be used, as these features are considered irrelevant to the
research being conducted. This step is beneficial because it reduces the complexity and size of the dataset, thereby
optimizing the machine learning model's performance [23].

C. Data Pre-processing

The pre-processing stage is crucial in this research as it involves transforming raw data into a form ready for
modeling [24]. Therefore, pre-processing is vital in data mining to create more accurate machine learning models and
improve performance. The pre-processing steps in this research include class balancing and normalization (feature
scaling).

One factor that can influence the performance of a classification prediction model is class imbalance [25].
Imbalanced class data can cause bias in machine learning models, leading to inaccurate results [26]. Therefore, the
class balancing step is necessary to address this issue. In this study, Random Under-Sampling (RUS) will be employed
as the approach for balancing the classes.

Random Under-Sampling (RUS) is a technique for balancing classes by randomly eliminating some samples
from the dominant class until it aligns with the minority class in terms of ratio [25], [27]. This method helps avoid
poor classification results caused by noise in the data by eliminating samples from the majority class [28]. RUS is
typically used when the majority class significantly dominates the minority class.

Data normalization is essential to eliminate inconsistent value ranges that could cause bias in certain machine
learning algorithms and to accelerate the optimization process [29]. It also prepares the data for computation and
narrows the range of values [30]. This research employs the Min-Max Normalization method, which scales all data
values from their original range to a range between 0 and 1, thereby improving speed and accuracy performance [31].
The formula for Min-Max Normalization can be seen below [32]:
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_ X—-min (X)
Xnew= max(X)-min (X) (M
Where:
o Xnew = New scaled value
« X = Original value
e Min(X) = Minimum value of the dataset
e Max(X) = Maximum value of the dataset

D. Machine Learning Modelling

This research will assess the performance of three algorithms, including K-Nearest Neighbors (KNN), Decision
Tree, and RF, following the pre-processing phase. The algorithm with the best performance among the three will be
identified based on the evaluation results.

The Decision Tree algorithm is a data analysis technique that builds a tree-like model to make predictions [33].
It is versatile, capable of handling both classification and regression problems. Additionally, the Decision Tree
algorithm is easy to understand because its process resembles real-world decision-making. The structure of the
Decision Tree algorithm consists of a root node, internal nodes, and terminal nodes [34]. The root and internal nodes
represent variables or features in the dataset, while the terminal nodes represent class labels. An illustration of a
Decision Tree can be seen in Figure 2.

Root Node

Decision Path

Internal Node Internal Node

Terminal Node] [Terminal Node] {Terminal Node][Terminal Node

Figure 2. Illustration of Decision Tree

The second algorithm to be tested for its performance is K-Nearest Neighbors (KNN). KNN is a classification
method in data mining that categorizes data by considering the closeness of neighboring data points to the target point
[35]. The Euclidean distance can be used to calculate the distance between two data points, specifically the point with
coordinates (x;,y;), and the point with coordinates (x,,y,). The formula for Euclidean distance in a 2-dimensional
space, which is commonly applied, is as follows:

d=/(x; = x2)2 + (1 — ¥2)? 2

To calculate the Euclidean distance between two points in an n-dimensional space, compute the following
formula.:

d(x;,x;,) = \/Z?=1(xi1,j —xi,;)? (€))

The third algorithm is RF. RF is an algorithm that makes predictions by generating decision trees randomly
and combining the prediction results from each tree using majority voting (for classification) or averaging (for
regression) to produce the final decision [36]. This algorithm can handle complex data with stable results; however,
it requires a relatively long processing time due to its high model complexity and lower interpretability [37]. Figure 3
illustrates the Random Forest algorithm [36].
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Figure 3. Illustration of Random Forest

E. Machine Learning Model Evaluation

Model performance will be measured and analyzed during the evaluation phase to determine how well the
model predicts. Guaranteeing that the machine learning model delivers precise results to solve the issue is essential.
To evaluate the model, this study employs the Cross-Validation method to minimize the risk of overfitting. This
method uses several folds, precisely 10 (k = 10). Consequently, the dataset will be divided into 10 parts, and testing
will be conducted 10 times. In each iteration, one part will be used for testing, while the remaining 9 will be used for
training. Each iteration will use a different part as testing data, ensuring all parts are used as testing data exactly once.
An illustration of how Cross-Validation works is shown in Figure 4.

‘ TESTING DATA ‘ ‘ TRAINING DATA ‘
SPLIT1 ‘ FOLD 1 | FOLD 2 | FOLD 3 ‘ FOLD 4 ‘ FOLD 5 | FOLD & ‘ FOLD 7 ‘ FOLD 8 | FOLD 9 |FOLD10‘
SPLIT2 ‘ FOLD 1 | FOLD 2 | FOLD 3 ‘ FOLD 4 ‘ FOLD 5 | FOLD & ‘ FOLD 7 ‘ FOLD & | FOLD 9 |FOLD10‘
SPLIT3 ‘ FOLD 1 | FOLD 2 | FOLD 3 ‘ FOLD 4 ‘ FOLD 5 | FOLD & ‘ FOLD 7 ‘ FOLD 8 | FOLD 9 |FOLD1U‘

SPLIT 10 ‘ FOLD 1 | FOLD 2 | FOLD 3 ‘ FOLD 4 ‘ FOLD 5 | FOLD & ‘ FOLD 7 ‘ FOLD 8 | FOLD 9 | FOLD 10

Figure 4. Illustration of Cross Validation

Furthermore, the confusion matrix will be used to evaluate the machine learning model's performance by
showing the number of correctly and incorrectly classified test data [38]. The confusion matrix will display four
combinations of predicted and actual values, that is True Positive (TP), True Negative (TN), False Positive (FP), and
False Negative (FN), where TP represents the count of positive instances correctly identified as positive, TN refers to
the negative instances accurately classified as negative, FP indicates the negative instances mistakenly identified as
positive, and FN refers to the positive instances incorrectly classified as negative [39]. Various evaluation metrics
derived from the confusion matrix can be used to assess the performance of the trained model. Commonly used metrics
include accuracy, precision, recall, and F1-score.

Accuracy measures the proportion of correct predictions relative to the total predictions made by the model. A
higher accuracy indicates better performance in correctly predicting the test data. This accuracy is helpful for precisely
predicting attacks on IoV systems. The formula for accuracy is as follows:

TP+TN
(TP+TN+FP+FN)

“)

Accuracy =
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Precision is a metric to determine how many positive predictions are correctly classified as positive [40]. It
evaluates the accuracy of the model in identifying the positive class. Precision is useful for ensuring that attacks on
IoV systems are predicted correctly and not errors. The formula for precision is as follows:

Precision = (5)
TP+FP

Recall is a metric used to measure how many positive instances are correctly identified as positive [40]. Recall
is helpful in ensuring that the model can detect all attacks directed at the IoV system. The formula for recall is as

follows:

Recall = ——— ©6)
TP+FN
The F1-score metric reflects the balance between precision and recall. Therefore, precision and recall values
are required before calculating the F1-score. An imbalance between these two can lead to inaccuracies in the model's
predictions. The F1-score is helpful in ensuring the model's balance between correctly detecting attacks (recall) and
the predicted attacks' accuracy (precision). The formula for F1-score is as follows:

2 x (precision x recall)

Fl1-score = 7

precision+recall

The evaluation results will be used to compare various models, determine the best model, and identify aspects
that need improvement. A well-conducted evaluation will result in a high-quality data mining model and contribute
positively to its development.

III. RESULTS AND DISCUSSION

The dataset used in this study is called CICIoV2024, which is available on the official page of the University
of New Brunswick (UNB) [22]. The type of dataset downloaded is the decimal dataset, consisting of six separate files.
Each file contains 12 columns, with one of the columns named specific_class designated as the target, while the other
columns are set as features. The target column includes six classes, that is benign, DoS, GAS, Speed, RPM, and
Steering Wheel. The total dataset comprises 1,408,219 instances. Dataset merging will be conducted to combine the
six separate files using the concatenate widget in Orange. In the next step, several columns deemed irrelevant for this
research, such as ID, Label, and Category, will be removed. These columns are removed to simplify the dataset and
decrease its overall size.

There are two steps conducted during the pre-processing stage, that is class balancing and feature scaling
(normalization). Because the dataset in this study has imbalanced classes, class balancing will be performed using the
Random Under-Sampling (RUS) method. The number of instances will be reduced for several classes, that is BENIGN
(1,223,737 instances), DOS (74,663 instances), RPM (54,900 instances), SPEED (24,951 instances), and
STEERING_WHEEL (19,977 instances). An illustration of the difference in class distribution before and after
balancing is shown in Figure 5.

BEFORE CLASS BALANCING AFTER CLASS BALANCING
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Figure 5. Illustration of the distribution difference (a) class distribution before applying the RUS method and (b) class distribution after
applying the RUS method

With the implementation of the class balancing step, the dataset, which initially consisted of 1,408,219
instances, was reduced to 59,946 instances. An illustration comparing the number of dataset instances can be seen in
Figure 6.

NUMBER OF DATASET INSTANCES

1408219

59946
|

INITIAL NUMBER OF INSTANCES FINAL NUMBER OF INSTANCES
Figure 6. Comparison of the number of dataset instances
Next, in the feature scaling step, data normalization will be applied using the Min-Max method (0,1), where

all values in the dataset will be transformed from their original range to a range between 0 and 1. Figure 7 illustrates
normalization using the Min-Max method (0,1).

DATA_1 DATA_2 DATA_1 DATA_2
1 2 0.00392157 0.00784314
3 2 00117647 0.00784314
3 2 00117647 0.00784314
3 2 0.0117647 0.00784314
1 2 0.00392157 0.00784314

(@) (b)

Figure 7. Illustration of dataset (a) before normalization, and (b) after normalization

After completing the pre-processing stage, the performance of three classification algorithms was tested, that
is Decision Tree, KNN, and RF. The KNN algorithm utilized 7 nearest neighbours (k=7) and the Euclidean distance
to calculate the distance between two data points, whereas the Random Forest algorithm used 25 decision trees. For
the evaluation stage, this study employed Cross-Validation with 10 folds to minimize the risk of overfitting. This
method divides the dataset into training and testing data before performing algorithm performance testing. After
implementing these three algorithms, testing was conducted to observe their overall performance. The results of the
tests are presented in Table 1.

TABLE 1
TESTING RESULTS OF THE PROPOSED METHOD
Algorithm Accuracy Fl-score Precision Recall
Decision Tree 97.7% 97.7% 97.8% 97.7%
KNN 96.6% 96.6% 97.2% 96.6%
Random Forest 98.5% 98.5% 98.6% 98.5%

The testing results of the three classification algorithms, that is Decision Tree, KNN, and Random Forest, will
be compared with the results of previous studies to provide a broader context. The comparison of these results can be
seen in Table 2.
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TABLE 2
COMPARISON WITH STATE OF THE ART
Algorithm Method Accuracy Fl-score
Decision Tree RUS 97.7% 97.7%
KNN RUS 96.6% 96.6%
Random Forest RUS 98.5% 98.5%
AdaBoost [11] - 92% 51%
Random Forest [11] - 96% 76%
Logistic Regression [11] - 89% 49%
Deep Neural Network [11] - 96% 78%
Naive Bayes [17] - 98.1% 98%
Decision Tree [17] - 97.5% 97.1%
Logistic Regresion [17] - 87.6% 84.2%

Based on Table 2, the testing results using the CICIoV2024 dataset indicate that the Random Forest (RF)
classification algorithm, which employed the Random Under-Sampling (RUS) method for class balancing, achieved
the best performance with an accuracy of 98.5% and an F1-Score of 98.5%. These results surpass those of studies that
did not apply the RUS method to address class imbalance, such as the study by [11], where the Random Forest (RF)
algorithm achieved only 96% accuracy and an F1-Score of 76%, and the study by [17], where the Naive Bayes (NB)
algorithm achieved 98.1% accuracy and an F1-Score of 98%. This demonstrates that implementing the RUS method
to handle a class imbalance in the dataset can enhance model performance.

IV. CONCLUSION

This study utilized the CICIoV2024 dataset to test the performance of several classification algorithms, such
as Decision Tree, KNN, and RF. Pre-processing steps included class balancing using the Random Under-Sampling
(RUS) method and feature scaling with the Min-Max (0,1) method. Cross Validation with 10 folds (k=10) was applied
to evaluate the models. Additionally, a confusion matrix was used to assess the performance of the machine learning
models. After undergoing these steps, the classification algorithm testing results revealed that the Random Forest
algorithm achieved the best scores with an accuracy of 98.5% and an F1-Score of 98.5%. Thus, testing the performance
of the Random Forest algorithm with the RUS method to address class imbalance proved effective in enhancing
performance, as evidenced by scores that surpassed those of previous studies.
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